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Passwords are a necessary evil in a digital world and, unfortunately, a weak password is a golden
ticket for a cybercriminal. The internet is full to the brim with advice and guidance, but this can
make password management more confusing.

In this guide, we are sharing the best practices for password management and the most commonly made mistakes to avoid.
What is a Password?

A password is a secret word, expression, or string of characters used to prove a person’s right to access something.

As the world has moved “online” the requirements for passwords has exploded. Capital letters, numbers, special characters,
inability to use a previous password, different lengths, frequency of change ... the list goes on.

You all use passwords; they protect everything and anything including email, homes, social media, phones, money, online
gaming; the list is endless. Sometimes a single password is the only thing protecting your valuable data. The trouble is that
we have so many accounts and passwords it becomes difficult to remember them!

Ultimately, the choice is yours as to which passwords you use and when you use them. Passwords are free, easy, and effective
to stop someone from accessing your personal or business information if they are implemented correctly.

We hope this guide will help you to make choices to help protect your most valuable personal information, and business
information when you're at work.

Common Mistakes / Trends

The most common passwords used worldwide rarely change year on year. If we know what they are, so do the cybercriminals,
so you can be sure these will be the passwords they will try first.

The most commonly used passwords worldwide in 2023, and the frequency of use, are as follows:
* 123456 - 4,524,867

« Admin -4,008,850
12345678 - 1,371,152

- 123456789 -1,213,047
*  1234-986,81

- 12345-728,414

. Password - 710,321

+ 123-528,086

« Aa123456 - 319,725
1234567890 - 302,709

Password re-use

Trying to remember passwords can be hard and this leads to many people using the same password on many, if not all,
accounts. Reporting says this is an estimated 68% of us. While this makes it easy to remember, it also makes it easier for
the cybercriminal. If they have your password for one account, they can now access all of your accounts!

Net-Defence
Ogilvie House, Princes Park, Team Valley Trading Estate, Gateshead NE11 ONF - Ogilvie House, 200 Glasgow Road, Stirling FK7 SES
Tel: 03300 241 666 « Web: net-defence.com



m ‘ NET-DEFENCE

Using personal information

Many passwords include pet names, children’s names, birthdays & dates of birth. Is it not difficult to guess this information
or search the internet to get it!

Default passwords

Not changing manufacturers’ device passwords. There are websites that list these defaults, or worse the default password
is easy to guess (e.g. admin, password, etc.).

Letter replacements

Swapping letters for special characters and numbers is still very common. Hackers know this is a common practice and will
try this.

Passwords from patterns

They can look complex at first glance, but if they are the top row of a keyboard or a sequence of any kind, they become easy
to predict and break.

Password breaches

There are many ways for cybercriminals to hack the security passwords you took the time to dream up. Here's a list of a few
commonly used techniques to look out for:

Dictionary attacks are brute force attacks where hackers use programs to scan and test the password against all words
in the dictionary to guess the password. The use of different letters, numbers, and special characters make your password
more secure against these types of attacks.

Phishing attacks use social engineering scams to trick you in to supplying login credentials, as well as other personal
information. They can do this through email and cloned/fake websites.

Password spraying is method where the cybercriminal uses a vast list of frequently chosen passwords and tests this against
your username, looking of a match.

Credential stuffing attacks are when the cybercriminal uses your known credentials to attempt to gain access to your other
accounts using the same information. The known credentials will have been obtained from a previous data breach.

Website attacks are where the cybercriminal will target a website that has weak security with the aim of stealing your
credentials to use for other attacks.
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Best practices

«  Minimum of 8 characters. Longer is better but you need to balance this with remembering it.

+  Ensure they are random and have no association to you (no links to family, pets or hobbies).

»  Make sure you use different passwords for different accounts.

«  Make sure they are easy to remember but are hard to guess (four random words is a good strategy,
e.g. PencilSpatulaGorillaNeptune).

«  Don't write down any password, try and make them easy to remember.

« Never tell anyone your password (make sure you are the only one accessing your accounts).

- Make sure your software and devices are kept up to date.

+  Bevigilant towards other people trying to see your passwords (e.g. over your shoulder, recording etc.).

At minimum, you should use different password between:

«  Financial (bank, credit cards etc.) and websites that hold your financial information.
»  Business accounts

«  Personal accounts

The more you use different passwords, one-password compromise will be limited to just that account!

Password Storage / Tools

Given the guidance to use different passwords for everything, so has arisen the need for technology to help you keep them
secure and remember them! The risk if you forget the password to access the store is that you may lose all of your passwords.

There are many options available, some of which are free and some of which you need to pay for.

The most common options include:

+ Internet browser: secure if the browser remains updated (security updates applied), and the account has a strong
password.

+  Smartphone: secure if IOS and other operating updates are applied, and the device has password functionality turned
on (PIN - 6 or greater, facial recognition, fingerprint, etc.).

- Application e.g. last pass and pass portal N-able; ensure these are coming from a reputable source

2 Factor (2FA) & Multi-Factor Authentication (MFA)

It would be remiss when talking about passwords for me not to share more information on multi-factor authentication.

It is something that is highly recommended and makes access by the cybercriminal much more difficult or, in some cases,
impossible. You may already be using this as many services offer and recommend this such as banking, social media, and
online shopping.

As we have already discussed, a password can be guessed or stolen, and once this happens the system, application
or website has no way of differentiating between the authorised and unauthorised user.

MFA or 2FA have been developed as an additional identity step prior to granting access to the user.
Most commonly the user will be asked to add a code or password to the system. These are typically generated by the provider,

e.g. Amazon, who sends an SMS or email one-time code, or a separate application or device generates a code when required.
These codes have a one-time use and, usually, an expiry timer.
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Where does Net-Defence come in

Below we have outlined some key takeaways from this discussion on password management:
- Passwords are critical to securing your business and personal information.

«  They are very effective if used correctly.

«  There are many types of attacks and threats, and not all of them are external.

«  You cannotignore cyber risk; you must, at minimum, assess it to make an informed decision on your next actions.

Although we can't assist you when choosing your password, we can provide you with the knowledge you need to make smart
choices about password management and help prevent the risk of cybercriminals successfully stealing your data.

We can run training sessions within your workplace to educate your team on what to look out for when it comes to Phishing
or any other form of data breach attack.

At Net Defence, we provide in-depth Cyber Resilience support including Penetration and Vulnerability testing to scan your
network for potential weaknesses and help you find a solution to patch these gaps and remain secure.

For support with your cyber security strategy, visit our website, or get in touch with our team of specialists today.
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